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403 

At WLAN Manager, set scan parameters 



Send Measurement Request Msgs to APs 
via Subnet Context Mgrs 



T 



405 



At Subnet Context Mgr, rev Measurement 
Request Msg & send corresp. 
Measurement Request Msgs to APs 



407 



T 



At AP, rev Measurement Request Msg. 
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At AP, set up scans according to 
schedule. Carry out schedule (active scan, 
passive scan, send requests to clients 
& recv reports from clients) 



413 



At AP, send out periodic Measurement 
Report Msgs of beacons/probe responses 

revd at AP (and clients) 

I 415 



At Subnet Context Mgr, rev Measurement 
Report Msgs. Aggregate, and send 
Measurement Report Msgs to 
WLAN Manager 



At WLAN Manager, rev 
Measurement Report Msgs 
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At AP, send Measurement 
Request Frame to client(s) 



503 



T 



505 



At client, rev Measurement 
Request Frame and carry out 
request (active scan, passive 

scan, accum. beacon table) 



Send Measurement 
Report Frame to AP 
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509 



At AP, rev Measurement 
Report Frame 
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WLAN Mgr 




Form tasking. Send req. to APs 
via Subnet Subnet Contxt Mgrs. 
Rev reports. Analyze to detect rogue APs 



Subnet Contxt Mgr 

2 



Send task reqs. to APs. 
Rev periodic reports. 
Aggregate. Report to Mgr. 



Scans per requests. Send 
report for each request. 
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Scans & client reqs. per 
tasking schedule. Rev client 
reports. Send periodic reports 
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703 

Maintain AP database, including 1 ' 

managed APs, friendly APs, rogue APs 



T 



705 



Send request to APs to scan (and ask clients to 
scan for beacons/probe responses 



T 



707 



Receive reports of received 
beacons/probe responses 



709 



Compare information in reports with APs in AP 
database, including 802.11 parameters, timestamps, 
and any known location 
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713 



Attempt locating potential rogues by locating receiving 
stations using RSSIs at stations receiving beacons 



T 



Further analyze, combining with complementary 
rogue detection methods 
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